YT1BepxaeHa
ITpukazom Ne 24/09/30-1 ot «30» centsiops 2024 r.
«O0 yTBepxkIeHUN HH(DOPMAITMOHHBIX COOOIICHHIT

Nudpopmanusi 0 Mmepax no npeaoTBPALIEHNI) HECAHKUMOHUPOBAHHOIO AOCTYNA K 3aIUMIAECMOM
uHopMannu, B TOM 4Yucie NpHu yTpare (MoTepe, XUIEHNH) KIUEHTOM YCTPOiicTBa, ¢ UCMOJIb30BAHUEM
KOTOPOIr0 MM COBEpPLIAJUCH [eiicTBMS B LeJsiX ocyulecTBJeHuss (UHAHCOBOH omepaunmu,
KOHTPOJII0O KOH(UIypauuu YCTPOHCTBa, € HCHOJIb30BaHHEM KOTOPOro KJIHEHTOM COBEPUIAIOTCS
JAeliCTBUSI B WeJsAX ocyllecTBJIeHUs] (UHAHCOBOIl omepauMud, M CBOEBPEMEHHOMY OOHAPYKEHHIO
BO3/1eiCTBUS BPEJOHOCHOI0 KOJ1a

OO011ecTBO ¢ OrpaHUYCHHON OTBETCTBEHHOCTHIO « Y mpasisttomas komnanus «[[PO.OMHAHCy (nanee
— «Opranuzanms») JOBOAUT A0 CBOMX KIMEHTOB MH(POPMALHUIO 0 HEOOXOAMMOCTH BBIMOIHEHUS CIECTYIOLIMX
Mep 3aITuThl HH(OPMAIIHH:

1. Mepsl 10 peIoTBPALICHUIO HECAHKIIMOHUPOBAHHOTO JOCTYIIA K 3alIMIaeMoi HH(opMaruu:

- UCKJIIOUYEHHE JOCTYyNa MOCTOPOHHUX JIMIl K YCTPOMCTBaM, MOCPEACTBOM KOTOPBIX OCYIIECTBISIOTCS
(hMHAHCOBBIE OTIEpAIIHH;

- UCIIOJIB30BaHME Ha yCTPOMCTBAX UCKIIIOYUTENIBHO JIUIEH3HOHHOTO IIPOrPaMMHOI0 00eCIICUeHMS;

- WCIOJB30BaHUE CHEIHANTM3UPOBAHHOTO MPOTPAMMHOTO OOECIeUeHHUs, 00ECIEUNBAIOIIETO 3allUTy
YCTPOHCTB OT BPEIOHOCHBIX MPOTPAMMHBIX KOJIOB, MPUBOASAIINX K HAPYIICHUIO MITATHOTO (QYHKIIMOHUPOBAHUSI
CPEICTB BBIYMCIUTEIbHON TEXHUKH (AHTUBUPYCHBIX IIPOTPAMMHBIX KOMIIJIEKCOB);

- peryispHoe OOHOBJIEHHE OE30MAaCHOCTH OIEPAllMOHHBIX CHCTEM YCTPOWCTB M aHTHBUPYCHBIX 0a3
JAHHBIX aHTUBUPYCHBIX IPOrPAMMHBIX KOMITJIEKCOB;

- aHTUBUPYCHBIA KOHTPOIb JIF0O00W MH(MOpMAINH, MMOIyIaeMOi U TiepeaBaeMOi C HCIIONb30BaHUEM
YCTPOKMCTBA MO TEIEKOMMYHHMKALMOHHBIM KaHajaM, a Takke MH(OPMALUU HA MOAKIIOYAEMBbIX K YCTPOWCTBAM
CBEMHBIX HOCHUTESIX (MarHuTHBIX, CD-muckax, DVD-nuckax, USB-nakonurensx u T.11.);

- olecrmeyeHHE COXPAHHOCTH W CEKPETHOCTH ayTeHTH(PHUKAUMOHHBIX MJaHHBIX Ui BXOoJa B
MH(QOPMAaLMOHHBIE CUCTEMBI, a TAKXKE KITIOYEH AJIEKTPOHHON MOIHNCH;

- OrpaHWYEeHHE BO3MOXXHOCTH HMHCTAUIALMU B NaMATh YCTPOMCTB, C HCIOJB30BAaHHUEM KOTOPBIX
COBEpIIAIOTCA JEHCTBUS B NENSX OCYHICCTBICHUS (UHAHCOBBIX OINEpaIldii, MPOrpaMM U KOMIIOHEHTOB,
MOJTyYEHHBIX U3 HEHAIEKHBIX HCTOUHUKOB;

- IPEAOTBpAIIeHUE IPUMEHEHHUS YCTPOUCTB, UCTIOJIB3YEMBbIX 715l (YUHAHCOBBIX ONIEPALUiA, AJIsl pabOTHI C
COMHHUTENBHBIMHU U pa3BleKaTeNbHBIMU caiiTaMu B ceT VIHTEpHET (MTpOBBIE CAWThI, CAThl 3HAKOMCTB, CAalTHI
pacrpocTpaHeHus MPOrpaMMHOTO 00ecTIedeH s, MyJIbTUMEANHHOTO KOHTEHTA, COLUAIbHBIE U (paitiiooOMeHHbIe
CETH H T.IL.);

- TpEeJOoTBpalIeHUE TMOJKIIOUEHHsI YCTPOWCTB, HCIOJB3YEMbIX JUIsi ()MHAHCOBBIX OIEparuid, K
OTKPBITHIM ITYOJMYHBIM M HEMPOBEPEHHBIM POBOAHBIM U OECIIPOBOIHBIM CeTsM (Kade, 0Teln, MapKu, BOK3aIIbI
1 a3pOIIOPTHI);

- 3ampeT 3amycKa/OTKpbITHS (DANIoB, 3arpyKEHHBIX ¢ HEHAJEKHBIX CAaHTOB B ceTH WHTepHET W/Wiu
MOJTy4YE€HHBIX OT HEM3BECTHBIX a/IPECcaToB, WM B CIydae COMHEHUH B MX MOJUINHHOCTH;

- HCHOJB30BAaHME HA BCEX YCTpoilcTBax (BKJIIOYas ceTeBOE OOOPYAOBaHHE) M KOMIBIOTEPHBIX
IporpaMMax yHHUKaJBHBIX Naposied AJIWHOW HE MEHee 8 CHMBOJIOB, COCTOSIIIMX M3 COYETaHUSA CTPOYHBIX U
MPOMHCHBIX OYKB, (P U CHMBOJIOB, PETyJIApHAas 3aMeHa TapoJieii;

- 3ampeT (YHKUUHM COXPaHEHHMs JIOTWHA W Napojis B MaMsITH MPOTrpaMMHOI0 oOecrieueHus - Opaysepa,
MCIIOJIB3YEMOTO [UIS 10CTYyINa K MHPOPMAIIMOHHBIM ccTeMaM (PMHAHCOBBIX OpraHU3aIHii;

- B CIIydae TMOJ03peHUIl Ha BOZMOXKHYIO KOMIIPOMETAINIO (PacKpBITHE) Mapojel - He3aMe TuTeTbHasS
3aMeHa napoJjei.

2. Mepsl 1O NIPeJOTBPAIEHUIO0 HECAHKIIMOHUPOBAHHOIO JIOCTYIA 3JI0YMBIIUIEHHUKOB K 3alUIaeMON
UHQOPMAITUY METOIaMU IICHXOJIOTHYECKOT0 MAHUITYJIMPOBAHHS M COIMANBHON HWHKEHEPHH:

- B Cllydae TOJNydYeHHsl oOpalieHus OT WMEHW (UHAHCOBOW opraHuzanuu (mo TtenedoHy, o
9JIEKTPOHHOM MoYTe M T.A.) ¢ TpeOOBAHMEM CPOYHOTO COBEPLICHHS KaKOro-MOo NeicTBusl (Hampumep,
3a0JIOKMPOBATH OIEPALMIO, HOATBEPANTH CBOIO PETUCTPALIUIO / OOHOBUTH CBOM JAHHBIE 1100 HOMEp TenedoHa /
WU3MEHHTH TapOjib, MOJYYUTh BBIMTPHINI / BBIIIATY M T.II.) - PEKOMEHIYETCS OTKa3aThCs OT IpelaraeMbIX
CPOYHBIX JEHCTBHUH, MpEeKpaTuTh Tene(OHHBIA pa3roBop MO0 HE OTBEYaTh Ha COOOIICHHE 3JCKTPOHHOH
MOYTHI; HEOOXOAMMO COXPAHATH CIIOKOMCTBHE M YPaBHOBELIEHHOCTb M KPUTHUECKHH IMOIXOM; HEOOXOANMO
CaMOCTOSITETIFHO TIEPE3BOHNUTH WJIM HAIHMCATh AJIEKTPOHHOE MHCHMO MO KOHTAaKTHBIM JIAHHBIM, yKa3aHHBIM Ha
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ourmansHOM caiiTe (MHAHCOBOM OpraHM3alMU Uil yYTOYHEHHS 3alpalliBaeMoro JCHCTBHSA, a Takxke
€o00MTUTE 0 (haKTe OOpaIIeHNST OT UMEHH (PMHAHCOBOW OpraHW3aIlNM;

- HUKOTJa He coo0mare JIO0BIM APYTMM JHIaM HWACHTH(QUIUPYIONHEe CBEACHUS O HOMEpax
0aHKOBCKMX CYETOB (CUETOB JIENO, JUIEBBIX CUETOB B PEEcTpax BIaleNblEB IICHHBIX Oymar W T.I.), CBOH
JIOTMHBI, IAPOJIU U CBEICHUS 00 yCTPOICTBAX, CIONB3YIOIUXCS VI OCYILECTBICHNUS (PHHAHCOBBIX OIepanuii,
0 MOJIEIISIX, BEPCHUSAX ONEPAMOHHBIX CHCTEM W IPOTrpaMM, O MapaMmerpax ceTeBbix amantepoB (MAC- u IP-
azipecax) ¥ Jpyryro WHPOPMAIHIO.

3. Mepsl 1O MPEeNOTBPAIIEHUIO HECAaHKIMOHMPOBAHHOTO JOCTyNa K 3aliyInaeMod HH(popMmaimy,
KOTOpbIe HEOOXOAMMO BBIIIOJHUTE NP yTpaTe KIMEHTOM YCTpOMcTBa (IOTepe, XUIIEHUH), C UCIIOIb30BaHUEM
KOTOPOTO WM COBEpIIANMCH JCHCTBUS B LENAX OCYIIECTBICHUS (UHAHCOBOW oOlepanuu, 00 KIova
3JIEKTPOHHOH MOJINICH KINEHTA!

- KaKk MOKHO ObICTpee HpEeANPHHATh BCE BO3MOXKHBIE MEpHI IO BPEMEHHOH OJIOKMpPOBKE NOCTyIa K
MHQOPMAIMOHHBIM CHUCTEMaM M pecypcaM, 4epe3 KOTOpble C YTPayeHHOTO YCTPOWCTBA OCYIIECTBISUIUCH
(uHAHCOBBIE OMEpaluy, Ui 4Yero HeoOXOAMMO 00paTuThCs B (PMHAHCOBBIE OpPraHHU3alUK MO TenedoHaM MU
[0 3JICKTPOHHOW IOYTE, yKa3aHHBIM Ha O(UIMAJIbHBIX CTPAHHUIAX CAHTOB (pUHAHCOBOW OpraHM3allMd WU B
COOTBETCTBYIOIIMX HHCTPYKLUAX IO paboTe ¢ MHPOPMALMOHHBIMU Pecypcamy;

- BBIMOJIHUTH MPOLEAYPHl, YKa3aHHbIE B SKCIUTyaTAallHOHHOM MOKYMEHTAIlMd Ha BCE MpPOTrpaMMHOE
obecrieveHne, UCIOIb3yeMoe MPU WH()OPMAIIMOHHOM OOMEHE B IIEJSX COBEPIIEHHUS (PMHAHCOBBIX OTEpAIlHiA,
BKITFOYAsl CPENICTBA KPUITOrpaduIecKoi 3amuThl (AIEKTPOHHON MOANNCH) B CIIy4ae MX HCIOJB30BaHUS (Kak
MOYKHO OBbICTpEe COBEPIIUTH JCHCTBUS MO OJIOKUPOBKE / 3aMEHE 3JIEKTPOHHOW TOAINCH);

- POBECTH MPOLENYPY 3aMEHBI MAPOJICH U IPyroi ayTeHTH(PHUKAIMOHHONH HHPOPMAIIHH, DIIEKTPOHHBIX
noanucedl B MH()OPMAIMOHHBIX pecypcax (UHAHCOBBIX OpPraHU3alMH, B 3JIEKTPOHHBIX ITOYTOBBIX ALIMKAX,
UCITIOJIb30BaHHBIX paHee sl oOMeHa WH(popManueil B HEeNsX OCYNIeCTBICHUS (MHAHCOBBIX ONEpanuil Win
MOITBEPKIACHHS CBOMX JAEUCTBUH (B TOM YHCIIE - TPU BOCCTAHOBJIEHUH MapoJeil).

4. Mepbl 1O KOHTPOJK KOHMUIYPALlMM YCTPOMCTB, C HCIIOJb30BAHUEM KOTOPBIX KIMEHTOM
COBEpILIAIOTCA ACHCTBHSA B IIEJISIX OCYLIECTBICHUS (PMHAHCOBOM ONeparyu:

- CBOCBPEMECHHOE OOHOBJICHHE OINEPAlIOHHBIX CHCTEM YCTPOWCTB, a TaKKe BCEr0 MPOrPaMMHOTO
o0ecreueHus, MOBBIIIAIONIET0 0€30I1aCHOCTD;

- HCIIOJIb30BaHWE Ha YCTPOWCTBAaX, WCHONB3YeMbIX IJIsI (DMHAHCOBBIX OIEPALMH, HCKIFOYUTEIHHO
JIMIEH3UOHHOT'O TIPOTPAMMHOTO 00ECTICUeHNST;

- OTKa3 OT MPEAOCTaBJICHUS MpaB aJMHHUCTPATOpa YCTPOHCTBA, IMO3BOJSIOIMIMX CAMOCTOSTEIBHO
BHOCUTb U3MEHEHUS B KOH(PHUTYpaLUIO YCTPONUCTBA;

- UCTONb30BaHHe (YHKUMHU MpeIBapUTENIbHON aBTOPU3AlMKM Ha YCTPOWCTBAX M OJIOKMPOBKH SKpaHa
YCTPOKCTBA PH OTCYTCTBUH AaKTUBHOCTH.

5. Mepsl 110 cBOEBpEMEHHOMY OOHAPYKEHUIO BO3/IEHCTBUS BPEAOHOCHOTO KOJA:

- HCIOJIb30BaHME HA YCTPOHCTBaX HE MEHEe OJHOTO CHEUHAIN3UPOBAHHOIO MPOrpaMMHOIO
obecrieyeHus, 00eCTIeYMBAIOIIETO 3alIUTy YCTPOHCTB, C UCTIOIB30BAHIEM KOTOPBIX COBEPINAIOTCS JCHCTBHS B
HENSX OCYIIECTBICHHs (PMHAHCOBBIX OMepalyii, OT BPEIOHOCHOTO Koja (aHTHBUPYCHOTO IPOrPaMMHOTO
KOMIIIEKCA);

- peryisipHOe OOHOBJIEHHE OE30MAaCHOCTH OIEPAIMOHHBIX CHCTEM YCTPOWCTB M aHTHBUPYCHBIX 0a3
JAHHBIX aHTUBHPYCHBIX MTPOTPAMMHBIX KOMILJICKCOB;

- QHTHBUPYCHBII KOHTPOJb 000 WH(POpPMAINH, MOITy4aeMOH M NEepelaBacMoil ¢ MCIIOJIB30BaHUEM
YCTPOMCTBA IO TEIEKOMMYHHMKALIMOHHBIM KaHajaM, a TaKkke MH(OPMALUU Ha MOAKIIOYAEMBbIX K YCTPOHCTBAM
CBEMHBIX HOCUTEISIX (MarHUTHBIX, CD-muckax, DVD-nuckax, USB-Hakonutensx u T.11.);

- HacTpoiika aHTMBUPYCHOTO MPOrPaMMHOI0 00ECIIEYEeHHS [0 YMOIYaHUIO ¢ MAaKCUMAaJIbHBIM YPOBHEM
MOJIUTUK OE30MacHOCTH, HE TPeOyIOIMX ACUCTBHH MOJb30BaTeNsl NPU OOHApY)KEHUH BHPYCOB, IPU 3TOM
nedeHne (yoajJieHHWe) 3apaKCHHbIX (aiJoB JIOJDKHO TPOM3BOJIUTLCS AHTHBHPYCHBIM CpPEIACTBOM B
ABTOMATHYECKOM PEKUME;

- HAaCTpOHKa aHTUBHUPYCHOIO MPOrPaMMHOTO OOeCIeueHHs ISl aBTOMATUYECKOW MEePHOANYECKON (He
peke OJTHOTO pa3a B HEJENI0) TOJHOW MPOBEPKH YCTPOWUCTB HA MPEIMET HAIWYHS BHPYCOB H BPEJIOHOCHOTO
MPOTPaMMHOTO KOJIa;

- PY BO3HUKHOBEHHUH IOAO3PEHUS Ha HAJIMYME KOMIIBIOTEPHOro BHpyca (MPH3HAKU - HETHIINYHAS
pabota ycTpoiicTBa, nponaaanue / nossiaeHue ¢Gainos, yacToe MosiBICHUE COOOLUICHNH O CUCTEMHBIX OLIMOKaX
1 c00sX, 3HAYMMOE 3aMeJIJICHHE paboThl, yBeITMUEHUE UCXOISIIET0/BXOISIIETO TpaprKa U T.I1.) PEKOMEH Y eTCS
MPOBECTH JIOTIOJHUTENFHBIE TIPOBEPKU U IPUOCTAHOBUTH paboTy ¢ (MHAHCOBOW MH(pOpMAINEH 10 yCTpaHeHUs
npobiem;

- PpEKOMEHJyeTCs TMepe3arpy’arb yCTPOHCTBO HEMOCPENCTBEHHO Iiepesi paboToil ¢ cepBHcaMu
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(UHAHCOBO OpraHu3alliy, a TAKXKE IMOCIie 3aBEePIICHHS ceanca paboThl ¢ TAKUMU CEPBHCAMU;

- B ciydyaec OOHAapyXeHHsS AaHTUBHPYCHBIM TIPOIPAMMHBIM OOECIIEYeHHUEM BPEJOHOCHOIO KOJa
PEKOMEHYETCsI ONPECIIUTh PEANOI0KUTEIBHYIO JIaTy €ro MOSBICHMUS (aTy MOSBICHUS 3apaXeHHOTO (haiina
U T.I.), TPOKOHTPOJIUPOBATh OTCYTCTBHE HECAHKIIMOHWPOBAHHBIX PACIIOPSIKEHU W 3alPOCOB B (DMHAHCOBYIO
OpraHM3alMi0 OT CBOETO0 WMEHHM 3a YKa3aHHbIM IepHoi, W, 1O BO3MOXXHOCTH, NPOM3BECTH 3aMEHY
MCTIONB3yeMOH B IEJSIX COBEpIICHUs (DMHAHCOBBIX OmMeparuili ayTeHTH(pUKannoHHOH nHpopMarmu (apoid u
T.I1.);

- PpeKOMEeHAyeTCs TepUOJUYECKH TIPOBEpATh B CHCTEMax (pecypcax), IOCPEICTBOM KOTOPBIX
OCYIIIECTBISIOTCS (DMHAHCOBEIE OTIEpAIlNH, CTATUCTHKY CBOEH pabOoThHI, CEaHCOB, 3allpOIICHHON WH(OpMAIHH,
COOCTBEHHBIX 3alPOCOB Ha COBEPILEHHE ONEpalnii; OSBICHNUE HEOUEBUIHOW aKTUBHOCTH B JKypHaJlaX paboThl
MOXET CBHJICTCIIbCTBOBATh O KOMITPOMETAIIMM PEKBU3UTOB JOCTYMA WIM HAJIUYHS BPEIOHOCHOTO KOJa Ha
YCTPOMCTBE.



